SHARC Practical Guide

The SHARC universal IoT sensor adapter is the quickest method of capturing
industrial sensor observations. With native JSON and MQTT output, the SHARC is
ready to transmit data to any networked application within minutes.

SHARC

This manual will teach you how to:

 select an industrial sensor

« configure your SHARC

« install sensor and capture data

« transmit sensor data to a MQTT server
« interact with the SHARC over MQTT

Get Familiar with the SHARC

Become familiar with your SHARC by reading the data sheet and setup instructions.

1. Data Sheet (https://www.mriiot.com/s/SHARC-Data-Sheet-Latest.pdf)
2. Setup Instructions (https://www.mriiot.com/s/SHARC-Setup-Instructions.pdf)




Sensor Selection

Industrial sensors can be divided into two types, discrete and analog. A discrete
sensor can have two states, on or off. An analog sensor value is represented across
a range of values, such as one volt, one and a half volts, two volts, and so on.
Industrial sensors are powered with 24 volts DC. They typically have a M12 barrel
connector where pin 1 is positive, pin 3 is negative or ground, and pin 4 is the
signal. In a case where a sensor supports multiple types of outputs, pin 2 is used
for the secondary signal. An example of this is a discrete sensor that can be
configured as a PNP or NPN circuit. Another example is an analog sensor where the
secondary signal is an alarm when some measurement threshold is crossed.

PIN FUNCTION
Pin 27O\ Pin 1
(ﬁ) Pin 1 24VDC Sensor Supply
Pin 3\t~ “Pin4 Pin 2 Unused
Pin 5 Pin 3 0V (Ground)
Pin 4 Signal Input
Pin 5 Unused

M12 connector pinout

The SHARC supports four different sensor types:

- discrete PNP
 discrete NPN
- analog 0-10V
- analog 4-20mA
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sensor types

Lets review the utility and purpose of several different sensors.

Part Presence and Detection
The Banner Engineering QX4 laser sensor is a highly configurable discrete sensor
with both PNP and NPN circuits. It is ideal for counting material moving through a
process to determine part counts, throughput, and utilization. Other sensors, such
as proximity sensor or inductive ring sensor can be used where practical.

TODO: image

Rotational Speed of a Machine Component
An encoder can be placed on the end of a shaft or attached to a wheel to measure
the rotational speed of a machine component or the speed at which material is
moving through a process. An encoder resolution determines how many ‘ticks’
there are in a single rotation. Each discrete ‘tick’ is a signal detected by the SHARC,
which can detect signals up to 9kHz or 9000 per second.

TODO: image



Operating State of a Machine Component
Many machine components operate on AC power. Using an analog current
transformer (CT) sensor we can measure the amperage flowing through a power
circuit. As an example, we can place a CT sensor on laser power source to
determine the on time of a laser cutter. When the laser cutter is running it will draw
some current. By setting a threshold we can capture the times at which the laser
starts and stops.

TODO: image

Direct Observation of Temperature or Pressure
Other important process variables might include temperature or air and hydraulic
pressure. Using the appropriate analog sensor we can directly observe the process
variable over time.

TODO: image

SHARC Configuration

You can think of the SHARC as an adapter, just like the ones you might use at home
to convert a USB to an HDMI signal. The M12 barrel connector of the SHARC
accepts an industrial sensor. The RJ45 network connector of the SHARC provides
network communications to both configure the device and retrieve sensor readings.
The four position rotary switch determines which sensor circuit is active. If you are
connecting a PNP sensor, set the rotary switch to position zero. If you are
connecting a 4-20mA sensor, set the rotary switch to position three.



POSITION FUNCTION %

Pos 0 Discrete PNP
Pos 1 Discrete NPN g
Pos 2 Analog 0V to 10V 3 !
Pos 3 Analog 4mA to 20mA
2
,-——‘\_/‘“\__,
sensor select

Both the SHARC and sensor require power. There are two options for power
delivery. The first option is to use Power-over-Ethernet.

PoE

The second option is to use a Y-cable or T-adapter and provide power over the M12
barrel connector. The second option is practical when WIFI wireless transmission is
possible and 24VDC can be diverted from the machine’s power.



Y:Cable)

‘Sensor.and a‘blg

24VDC

Connect the sensor and SHARC together using the provided five pin M12 cable. Pin
four is always the signal wire. Pins one and three are the power pins.

sensor cable

In some cases a field wireable connector must be used to provide the correct pin
configuration.



0 PNP + NPN WIRING
e |[®
SHARC Sensor
1 24V Brown
4 | Signal Signal Output
ANALOG WIRING (V & mA)
0-10V <::> SHARC Sensor
. 1 24V Brown
4 Signal Signal Output
3 @V (GND)  |Blue
4-20mA 3@ Signal Return (GND)

wiring examples

Plug the PoE network cable into the SHARC. This will power on the SHARC and the
Sensor.

ethernet cable



While booting, the LED light will remain yellow. Once booted the light will change to
red and green for MQTT network mode or cyan and blue for Bluetooth mode. Let’s
configure the SHARC using Bluetooth. For this we will either use the SharcStudio
i0S app or our Chrome browser on a computer with Bluetooth. To get the SHARC
into Bluetooth mode, hold down the user button until the device reboots, then
release the button. You are in Bluetooth mode when the LED turns cyan color. You
are now ready to establish a connection to the SHARC.

Open your Chrome browser and navigate to https://sharc.tech. From there select
BLE and scan for devices. Once your device is found, select Pair and wait for the
browser to pull the device’s configuration.

@ @ @ ' Sharc Studio x g

Sharc Studio Beta Ver 0919.0
sharc.tech wants to pair

4 SHARC-08d1f9540b88 - Paired

Simple Hardware Adapter for Remote Communication

1 hold the MODE button on your
C until the status light is cyan

n below to create a remote conectionto y

Connect
® * Scanning... Cancel |

Bluetooth pairing

Device Information
The device information pane displays useful information such as the SHARC unique
identifier and firmware version.



Device Information

Device Name: 08d1f9540b88

Manufacturer: MRIIOT
Model: SHARC
Serial Number: 08d1f9540b88
Hardware Revision: 105
Firmware Revision: 4469b72

Software Revision: DEV/FROZEN

device info

Network Configuration
The network configuration pane allows you to view the device IP information. You
can also set a static IP configuration or toggle between wired Ethernet and WiFi.



Network Information ¢

Connection Type: LAN
MAC Address: 08d1f9540b8b
IP Mode: DHCP
Connection Quality: 100
Device IP Address: 192.168.111.133
Network Mask: 259:255:255:0

Gateway IP Address: 192.168.111.1
DNS Server IP Address: 192.168.111.1

network config

MQTT Configuration
The MQTT configuration pane allows you to modify which MQTT broker the SHARC
will communicate with. User, password, and certificates are all supported.
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MQTT Information ¢

Broker IP: wss.sharc.tech
Broker Port: 1883

Broker User:

MQTT config

Sensor Configuration
The sensor configuration pane allows you to configure how each sensor input
circuit behaves.

Discrete sensors can be an on/off boolean value, an incrementing counter, or an

accumulator for fast moving signals. Counter and accumulator can be triggered on
the rising edge, falling edge, or both. Accumulator period is the time interval at
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which accumulated sensor readings are published to the MQTT broker.

Edit Sensor Configuration

PNP Digital Input Configuration

Function Counter v 0
Edge Any ¥ 0

NPN Digital Input Configuration

Function Accumulator v e
Edge Any v 0
Period 1000 Q

digital sensor config

Analog sensors present a linear scaling configuration. In the below example a
reading of 4mA is equivalent to Opsi, where a reading of 20mA is equivalent to
175psi. This configuration has been set based on the knowledge of the pressure
transducer’s rated measurement range of 0 to 175 psi.
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4-20mA Analog Input Configuration

Units PSI o

Scaled

High o
Scaled
0
Low

Raw High 20

Raw Low 4

Q © © O

analog sensor config

Live Sensor Data
Below is a view of our PNP discrete sensor readings. The PNP input has been
configured as an incrementing counter.
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olL[IEIRZ) M | Digital NPN - Analog 0-10v  Analog 4-20ma

Sequence Value Units
563 202 count

2204

live data

MQTT Transmission

MQTT is a popular communication protocol across Industry 4.0. It is light weight
and offers a publish and subscribe mechanism well suited for reporting data by
exception. A server or MQTT broker is required as the centerpiece of the
deployment. Each SHARC is an MQTT client to the broker. The SHARC subscribes to
specific topics as channels to configure and interface with the SHARC. The SHARC
also publishes its data to specific topics as channels to get the data out of the
device.

Install an MQTT Broker
We will install the open-source Mosquitto broker on our Windows machine.
Download and install Mosquitto broker from
https://mosquitto.org/files/binary/win64/mosquitto-2.0.19-install-windows-
x64.exe. The broker will install itself as a Windows Service.
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File Action View Help
&= T Ec= HE »8 nwn
Services (Local) Name Description Status Startup Type Log On As
Ho ) i i

it
‘&) Net.Tep Port Sharing Service
-

-

&k Network Connected Devices ...

Eclipse Mos...

Automatic (De.. Network Service

Running

" Netlogon

uthentication

Signal aggre..

Maintains a ...
Network Co...

Provides abil...

Manual (Irngg.. Local System

Disabled Local Service
Manual Local System
Manual (Triaa.. Local Service

Mosquitto service

Next, configure the Windows Firewall to allow inbound traffic on TCP port 1883.

Control Panel Home

Allow an app or feature
through Windows Defender
Firewall

% Change notification settings

% Turn Windows Defender
Firewall on or off
o

Restore defaults
Advanced settings

Troubleshoot my network

See also
Security and Maintenance

Network and Sharing Center

Heln nratect vour PC with Windows Defender Firewall

O,‘,’m:c
File Action View Help

e E 2 BE

s Defende

‘ Windows Defender Firewall with|

&3 Inbound Rules

&4 Outbound Rules
2 Connection Security Rules
L Monitoring

Firewall with

dvanced Security

Name

@ FANUC CNCGuide

@ Fanuc Focas

0 Framework Service

& DA Freeware

) ideabdexe

@ ideabdexe

@ Interactive Disassembler
@ Interactive Disassembler
& Microsoft Office Outlool
@ modalrecy

& modalrecv

# MIConnect Agent

@ MTConnect Agent

¥ MTConnect Agent

£ MTConnect Agent

£ MTConnect Agent

@ MTConnect Agent

@ MTConnect Agent

@ MTConnect Agent

¥ MTConnect Agent

General
Protocols and Ports

Programs and Services
Scope

Remote Computers

Advanced Local Principals Remote Users.

Protocols and ports

-

o Protocol type:

TCP

Protocol number:

Local port:

Remote port:

Example: 80, 443, 5000-5010

Intemet Control Message Protocol
(ICMP) settings:

inbound firewall rule

Finally, modify the broker configuration to allow anonymous connections external

to your computer. Then restart the Mosquitto service.
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B C:\Program Files\mosquitto X

« 0

@ New v ,\/

Chris - Personal

M Desktop

- Downloads
E Documents
: Pictures
m Music

¥ Videos
E=0S (C)

I bin

I fanuc

I windows

(@]

@

Name
I devel
R adlfile.example
B Changelog.txt
ﬁ gson.dll
. edl-v10
. epl-v20
B libcrypto-3-x64.dll
B libssl-3-x64.dll
R mosquitto.conf
n mosquitto.dll
Il mosquitto.exe
mosquitto.ico

Il mosquitto_ctrl.exe

Program Files > mosquitto Search mosquitto

=] mosquitto.conf

File Edit View

# For example, setting "secure-" here would mean a client "
# client" could connect but another with clientid "mgtt" c
#clientid_prefixes

# Boolean value that determines whether clients that conned
# without providing a username are allowed to connect. If §
# false then a password file should be created (see the

# password_file option) to control authenticated client acd]
#

#

#

u

Defaults to false, unless there are no listeners defined
file, in which case it is set to true, but connections a

+hAa 1AaraTl ma nA

allow_anonymous true

# Control access to the broker using a password file. This

# generated using the mosquitto_passwd utility. If TLS supp
# into mosquitto (it is recommended that TLS support should|
# plain text passwords are used, in which case the file sho

allow anonymous connections
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B C:\Program Files\mosquitto

< ™ C Program Files > mosquitto > Search mosquitto
® New % ©
=] mosquitto.conf
Chris - Personal Name File Edit View

M devel # Listeners

#*

B Desktop B aclfile.example

Listen on a port/ip address combination. By using this v
multiple times, mosquitto can listen on more than one po
this variable is used and neither bind_address nor port
then the default listener will not be started.

The port number to listen on must be given. Optionally,
address or host name may be supplied as a second argumen
this case, mosquitto will attempt to bind the listener t
address and so restrict access to the associated network
interface. By default, mosquitto will listen on all inte
Note that for a websockets listener it is not possible t
name.

| Downloads B Changelog.txt

a gson.dll
E Documents

- . edl-v10
'a Pictures

c Music

- :EVD
% Videos

. epl-v20
B libcrypto-3-x64.dll

B libssl-3-x64.dll

B2 0S (C) B mosquitto.conf

On systems that support Unix Domain Sockets, it is also
to create a # Unix socket rather than opening a TCP sock
this case, the port number should be set to © and a unix
path must be provided, e.g.

listener @ /tmp/mosquitto.sock

I bin B mosquitto.dl
I fanuc Il mosquitto.exe
B windows mosquitto.ico

Tl mosquitto_ctrl.exe S ;
listener 1883 0.0.0.0

EIE SRS R IR SR S I R SR R I SR SR R I

~[ip address/host name/unix socket p

_ B mosquitto_dynamic_security.dIl
¥ This PC

Tl mosquitto_passwd.exe # By default, a listener will attempt to listen on all sup

&= 0S (C) # versions. If you do not have an IPv4 or IPv6 interface yqg

Il mosquitto_pub.exe # disable support for either of those protocol versions. I

A Google Drive (i # that due to the limitations of the websockets librarv. i

allow external connections

Services =]

File Action View Help

&= T = BHE »eup

Services (Local) Name Description Status Startup Type Log On As
i Routes mess... Manual (Trigg.. Local Service
) Automatic (De.. Network Service
Manual (Trigg.. Local System
& Net.Tep Port Sharing Stop Disabled Local Service
&l Netlogon Manual Local System
&l Network Connected | Manual (Trigg.. Local Service
& Network Connection Restart inning  Manual (Trigg.. Local System
& Network Connection: Manual Local System
‘G Network Connectivity All Tasks 2 Manual (Trigg.. Local System
&l Network List Service inning  Manual Network Service
&k Network Location Aw Refresh Manual Network Service
& Network Setup Servic Properties Manual (Trigg.. Local System
& Network Store Interfe inning  Automatic Local Service
& Network Virtualizatio Help inning  Manual Local System
£LNPSMSvc 4aff5 <FailedtoR.. Runnina  Manual Local Svstem
restart service
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Find your computer’s IP address and test the connection using MQTT Explorer,
found here: https://github.com/thomasnordquist/MQTT-
Explorer/releases/download/v0.4.0-beta.6/MQTT-Explorer-Setup-0.4.0-
beta.6.exe.

Command Prompt

ireless LAN adapter Local Area Connection* 2:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

ireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix
IPv6 Address. . . .« « « . : ¥d08:ece5:¥807:d7fd:aaa9:1a19:9853:ccce

Temporary IPv6 Address. . . . . . : fd08:ece5:f807:d7fd:689c:520f:27df:570b
Link-local IPv6 Address . . . . . : fe80::9f6a:7db:9a70:26ed%3

IPv4 Address. . . . . . . . . . . : 192.168.150.237

Subnet Mask . . . . . . . . . . . I 200.255.255.0

Default Gateway . . . . . . . . . : 192.168.150.1

Ethernet adapter Talk2m-eCatcher:

Media State . . . . . . . . . . . ! Media disconnected
Connection-specific DNS Suffix

Ethernet adapter Bluetooth Network Connection:

ipconfig
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@ mar

Application

Edit View

+ Connections

localhost

Alpha

mosquitto.spb.mtcu...

wss.sharc.tech

Okay

192.168.111.132

192.168.111.19

MQTT Connection  mat

Name .

my computer Validate certificate

Protocol

matt:// v

Username Password

DELETE QADVANCED

MQTT Explorer connection
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Application

MQTT Explorer Q, Search...

192.168.150.237
Vv $SYS
V¥ broker
version = mosquitto version 2.0.19
uptime = 264 seconds
P clients (6 topics, 6 messages)
» load (27 topics, 27 messages)
» messages (3 topics, 3 messages)
P store (2 topics, 2 messages)
» subscriptions (1 topic, 1 message)
» shared_subscriptions (1 topic, 1 message)
P retained messages (1 topic, 1 message)
» publish (5 topics, 5 messages)
» bytes (2 topics, 2 messages)

MQTT Explorer connected

Point SHARC to Our Broker
Now that our PC is configured to accept MQTT connections from the outside, let’s
connect to our SHARC via Bluetooth and modify the MQTT configuration. The only
setting we need to change is the Broker IP. This will be the IP address of your PC.
In the example above, the IP address is 192.168.150.237. Your IP address will
most likely be different.

Any configuration changes require that the configuration is saved and the SHARC
restarted. You can accomplish this with the power button in the top right. Save and
reboot the SHARC into MQTT mode.
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Save and

Reboot

Discard and
Reboot

- )

save and reboot
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Saving changes will reboot the
Sharc, are you sure you want to

continue?

[ Reboot into MQTT ] Reboot into BLE

MQTT mode

Once the SHARC reboots, the LED should change from red to green. This means
that the SHARC is connected to your PC’s MQTT broker. If the light remains red,
then the SHARC is unable to communicate with the MQTT broker.

View SHARC Configuration and Sensor Readings
The MQTT topic namespace is broken down into commands and events. Commands
allow the user to interact with the SHARC. There are two types of commands:
actions and configuration. Actions cause a SHARC behavior, while configuration
modifies the SHARC settings. Events are status messages published by the SHARC.
The topic structures are as follows:

e sharc/{sharc-id}/cmd/action - SHARC behavior
e sharc/{sharc-id}/cmd/cfg - SHARC configuration changes
e sharc/{sharc-id}/evt/{event-name}
« avail - availability and connection status
« ver -version information
« rc -reboot causes and counts
« net - network configuration
mgtt - MQTT configuration
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e sensor - sensor configuration
- 1io -sensor readings reported by exception

T VUV IV IMI NNV (7 LWUNILD, 7 e OOouY YD)

v 08d1f9540058
Vevt

avail = {"seq": 1813315, "v": true}

ver = {"seq": 1813316, "v": {"serial": "08d1f9540058", "sw": "DEV/FROZEN", "hw": "105"
rc = {"seq": 1813317, "v": {"watchdog_reset": 0, "power_on": 3, "deep_sleep": 0, "soft_r.
net = {"seq": 1813318, "v": {"pass": "*¥¥*¥¥xr*xxisxrtxxt mask": "255.255.255.0", "stati..
mqtt = {"seq": 1813319, "v": {"user": "", "anonymous": true, "pass": "", "address": "wss..
sensor = {"seq": 1813320, "v": {"s1": {"edge": "any", "persist": false, "period": 1000, "m..
Vio

MQTT topics

https://sharc.tech has a convenient feature to interact with your SHARC. The

interaction playground can be accessed by clicking the command prompt icon and
inputting the password 0000 .

> -

access the command playground

Here you can select and execute various commands. Full documentation for all
commands and events is available on the SHARC Support Github pages,
https://github.com/SharcTech/sharc-support?tab=readme-ov-file#f mqtt-

namespace.
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Payload Selection

Set User Data
OTA Update
Save File
Delete File
Read File
List Files
Set LAN Static IP
Set LAN DHCP
Set WLAN Static IP
Set WLAN DHCP
Change MQTT Broker
Set Sensor Defaults
Set Sensor Counter

Set Sensor Accumulator

Messages View

Run Description: Set LAN Static IP
Destination: sharc/08d1f953ffed/cmdcfg
{ .
"id": "8922ce87-5ddd-4492-991a-c8e31f6de8eb" , evtjuser 6:33:38 PM
vl

"lan.static_ip"
"lan.ip_config.
"lan.ip_config.gw"
"lan.ip_config.mask":

10.1.10.201",
10.1",
.255,255.0"

1.
255

command playground

Next Steps

Received

evtfuser 6:33:08 PM

Received

evtfuser 6:32:38 PM

You have successfully connected and configured your SHARC. Creating a historical
record of sensor readings is the next step toward analyzing process effectiveness

and performance.
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